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ITU-T Study Group 17 is pleased to inform you that we have established at 20-30 April 2021 ITU-T SG17 meeting a new work item X.5Gsec-message, Security requirements for 5G message service, to study security threats and requirements for 5G message service.
The scope and summary of this new work item is annexed for your information.
Annex (1): 
· Scope and summary of new work item X.5Gsec-message ‘Security Requirements for 5G message service’


Annex
Scope and summary of new work item X.5Gsec-message ‘Security Requirements for 5G message service’
Scope
5G Message is the upgrade of short message service, it is one of the basic telecommunication business. It includes the SMS (Short Message Service) defined in 3GPP and the RCS (Rich Communication Service) defined in GSMA. Especially, it supports message between person and person or between application and person, and it supports including various media (e.g. long text, picture, video, audio, file, position, etc.) in the message. This recommendation document is intended to describe security requirements that could mitigate the security threats and challenges of 5G message service. 
This Recommendation will also describe the functional differences between the security requirements for 5G message service with 4G/3G/etc.
Summary
5G Message is the upgrade of short message service, it is one of the basic telecommunication business. It includes the SMS (Short Message Service) defined in 3GPP and the RCS (Rich Communication Service) defined in GSMA. Especially, it supports message between person and person or between application and person, and it supports including various media (e.g. long text, picture, video, audio, file, position, etc.) in the message. This recommendation document is intended to describe security requirements that could mitigate the security threats and challenges of 5G message service.
Generally, 5G message service mainly includes personal message service and industry message service. 
Personal message service means the message service between person and person, includes one to point message, group message/chat and mass message. Point to point message enables users to exchange messages with another person. Mass message enables users to send a message to more than one person at the same time. Group message allows users to exchange chat messages with a group of contacts at the same time. All participants can see all other participants’ activity within the group and replies are distributed to the entire group of participants. Various media (text, audio, video, image, vCard, etc.) can be includes in the message. File transfer, location sharing, and audio messaging are all supported.
Industry message service means the message service between application and person, including A2P/P2A message between Chatbot (as specified in GSMA RCC.71) and individual user. As specified in GSMA RCC.07, Chatbot can send two different types of messages to RCS clients:
1)	Regular RCS messages using existing content types (e. g. plain text, file transfer, or geo location push), or
2)	Chatbot messages using the content type as defined in section 3.6.10.2.1 of GSMA RCC.07, currently only used for sending Rich Cards
The recommendation provides the security requirements for 5G message service, including use security requirements, management security requirements and control security requirements for 5G message service.
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